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Definition on CAS, DRM, CP related to IPTV security in 
Wikipedia
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DRM
Digital Right 

Management

CP
Copy Protection

CAS
Conditional 

Access System

Service and content protection(SCP) 
defined in ITU -T SG17: a term for CP + 
SP, a combination of DRM, CAS, and CP

access control 
technologies used by 
copyright holders to 
limit usage of digital 
media..

a system by which 
transmission of digital 
media, especially satellite 
television signals 
through cable, is limited 
to subscribed clients .

a technology for 
preventing the 
unauthorized 
reproduction of 
copyrighted software, 
movies, music, and 
other media.
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Definition Right & Digital Right Management

ÅCdehmhshnm nm Śright ś [ITU-T X.1191]
Å The ability to perform a pre-defined set of utilization functions on a content item. 

Å These utilization functions include the permissions (e.g., to view/hear, copy, 
modify, record, excerpt, sample, keep for a certain period , distribute), 
constraints (e.g., play/view/hear multiple times , play/view/hear certain number 
of hours) and obligations (e.g., payment, content tracing) that apply to the 
content and provide liberty of use granted to the end -user.

ÅLife time management for Digital Media  

ÅCritical attributes of rights 
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who has 
access

on which 
device to which 

agents

When do 
they have

access

to which 
feature

with what 
output

Critical attributes of rights
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Key technologies for IPTV services
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Ensuring that an end -user can only use the content they have already 
acquired in accordance with the rights that they have been granted by the 
rights holder. Content Protection includes protecting contents from illegal 
copying and distribution, interception, tampering, unauthorized use etc .

ÅFive Key Technologies for (mobile) IPTV service

Content 
Protection

Ensuring that an end-user can only acquire a service, and, by extension,
the content contained therein, that they are entitled to receive. Service 
Protection includes protecting service from unauthorized access as 
IPTV contents traverse through the IPTV service connections .

Service 
Protection

Protect the IPTV network from DDoS, block illegal traffic or unwanted
traffic

Network 
Security

Ensuring that the TD can reliably and securely use content while 
Enforcing the rights of use as granted for such content and in the 
course of physically and electronically protecting the integrity of TD 
and confidentiality of the content and critical security parameters 
(e.g., saved keys) that are not protected;

(mobile)
Terminal 
Security

User privacy: Ensuring that private information by an end -user be 
maintained in confidence.

Subscriber 
Security


