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Security Target ï

(Protection Profile?)

ñTo fulfil its purpose, the ST must be technically correct 

and complete for the evaluation, yet informative, easy to 

understand and not misguiding for potential users. It 

must express sufficient technical background without 

being a detailed or complete specification.

For many potential customers it may be the first and 

only source for information to consider your product  ñ



SAR and evaluation ï

not todayôs topic . . . 

Security suffers from óheterogeneous complexityô, so any assurance system 

must look at the diverse components themselves as well as their inter-

relationship, dependencies and effects.  

Under CC, many things may seems like óa matter of detailô, but details are a 

serious matter in security: they make it or break it.

CC steers away from the ówe know what you meanô 

and targets for the ówalk the talkô!

An Anti-Passbackfeature has been activated at the lift-lobbiesô security barriers. This is to prevent card 

users from tapping for other people to access office premises that they are not unauthorised to enter. 



'Common Criteria' 

development model

CC requires waterfall é can/canôt be agile !?!?!?

CC is a ócostly one time shotò !?!?!

Objective should be to enhance Business Value !
Evaluated configurations suffer from 

ïsuits developer and evaluator

ïis not of much use in customer scenarios

Think beyond your óR&D and evaluation limitsô

ïconsider customer requirements

ïenable TOE interoperability

ïautomate testing of multiple configurations



Basic Requirements
ÇUser data is stored and read only after a secret code (called CODE) has been presented 
ÇCODE can be changed by presenting old CODE, but length must be 6 -8 characters consisting 
of a mix of upper case and lower case letters and at least one number 
ÇCODE mechanism is implemented to protect against common direct attacks
ÇAudit information recorded and only available to authenticated user
ÇThe user can request any time after CODE presentation the history of last 10 CODE 
presentation values together with the counter value at that time
ÇCODE is protected with counter for 3 wrong subsequent presentations 
ÇAfter correct presentation of PIN, the counter will be increased by 1 up to maximum of 3
ÇIf counter is down to 0, ConfiMem is PERMANENTLY blocked 
ÇIf the counter was below 3 before authentication, a warning message is included in the 
message to the user when correctly authenticated

Attacks, where ConfiMem has no protection mechanism
Attacks on the physical memory are beyond scope of the productôs security features.

Typical/intended use
Store highly confidential information on a portable device, where the 
disclosure of the information or secret is a more critical damage than the 
loss of access, e.g. the back up or portability of a private RSA key.

ConfiMem Training Project
Not ConfikMem ïa worm

Not óconfimemô - Portuguese (confirm)



(USB) Interface Controller

Non-

volatile 

Memory

Non-volatile Memory

The basic concept for the product

ConfiMem



(USB) Interface

Non-

volatile 

Memory

Use standard memory and create a simple controller

ConfiMem ïSolution 1



Use a on-device ómini-computer systemô and detect tampering

ConfiMem ïSolution 2



Implementation with a detachable smart card plug-in via 

USB interface, so that the confidential information can be 

archived, changed, passed on, remain óun-copiedô.

ConfiMem ïSolution 3

With permission: Giesecke&Devrient ñStarSign USB Tokenò



Use a ósuper USB driveô with integrated GUI to communicate

with controller so that no ólogical attackô on the transmission line 

exists for/during authentication or display of secret, attack only 

possible when user data needs to be used e.g. on the PC

ConfiMem ïSolution 4



Product

TOE

Important distinctions on - DATA

User

Data

TSF 

Data

User attribute

Object attribute

Subject attribute

Info attribute

Auth.

Data, 

Secret
(e.g. PIN, key)

Session attribute

Resource attribute

User data:

Info within TOE operated 

upon by subjects in 

accordance  with SFR

TSF Data:

Used by TSF in making

decisions as required 

by SFR



Exercise  ï
briefly jot down what could be ConfiMemôs . . .

User

Data

User attribute

Object attribute

Subject attribute

Info attribute

Authentication Data, Secret

Session attribute

Resource attribute

CC Part2: (41) òé confidentiality of information being transmitted via 

the channel can only be as strong as the method used to keep the 

cryptographic keys secret from unauthoriseddisclosure.ó



ST/PP - The basic concept


