Security Evaluation

Common Criteria
Security Target

e ——

( "TSC

’::"" Information Technology
— Standards Committee

ITSC, an industry partnership supported by SPRING Singapore and IDA Singapore



Securlty (assurance) seer? as

\v

ABl ocker and hi P!
AEnabl er é i
ANecessityé

A In simple words: security is the

between
» CAN

irse (&)

Sta dards C mmmmmmmm



> Security Is
about safekeeping .o, - s & ¢

of assets g o AN =\
Aandin|T mainyabout protect

Confidentiality Integrity Availability

UTSC
MG *{ Information Technology
S~——— Standards Committee



Evol uti on t owa

security assurance

Based on: fAProof requirements in the Orange
A 1961: demonstration of time-sharing system
A 1967-70: report on oOclassical computer
A 19609: Garmisch Meeting on software crisis
A 1967-1969: Program verification (Hoare, Floyd)
A 1971,72: Structured Programming, Design verification,

(Security Kernel, Reference Monitor, Security Model)

A 1972 Anderson Report: security essentials
A 1977 DoD Computer Security Initiative starts
A 1979,80: Establish evaluation centre; rate computer systems
A 1978-85: Writing of Orange Book The Gehaes® 6f S¥slcis o
A 1983-: Evaluation of pl’OdUCtS the key for starting ARPANET, which led to Internet
A 1993: Efforts to develop Common Criteria

, cast in a block of concrete and sealed
om with armed guards - and even then | have my doubts . Gene Spafford
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* relevant In the 21st century?

Designers of secure systems are still on the steep part of the learning curve and much insight
and operational experience with such systems is needed

Willis Ware, Security Controls for Computer Systems, 1970

IT systems are not capable to protect classified information from access by unclassified users
working on the system. Proposed solution: labelling of data and implementation of
information flow control functions . At first glance, the problems of providing privacy and
security in resource-shared systems seems ridiculouly simple. .... Unfortunately, this is not
the case..

James P. Anderson, Computer Security Technology Planning Study, 1972

With all the current efforts to secure software, our nation still encounters attacks. It is estimated
that 90 percent of reported security incidents result from exploits against defects in the
~ software design or code. This is especially troubling because many of the vulnerabilities that
~_——enable these attacks can be prevented with the use of solid software engineering principles.
/ ) | (Publisher of CROSSTALK The Journal of Defense Software Engineering, March 2007)
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°, MAssurance e Yes!

A Challenger : O6ignoredd AHWO we
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E Trust and previous experience

E SW Test (manual, automated, automation)
E SW verification (QA, QC)

E (formal) proof
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Third party. as

against the lemons

A Security is hard to implement for developers
A Security engineering goes beyond SW engineering
AThe consumer has O6increasin
I What security needs exist in a particular case?
I Is the security of a product useful and sufficient?
I Does the product have the claimed security

properties?

Third party assurance:
good +attarust O

Third party component:
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A Prevent surprises regarding  security
statements

i d’he external hard disc provides RFID based
access contrchnddata encryption

Nné merely wuse
encryption when saving the
RFID chip's ID in the
controller's
T h e a ddtaueactyptiond
turned out to be a simple
XOR.
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A Turing Test
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Are you real?
When is your birthday?

Wh a t i s &
34527237/4674787

The man on the mouse
went to the cage behind the moon?
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Security problem:
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Virus or human?




