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IT Standards Committee (ITSC)

The Security & Privacy Standards Technical Committee (SPSTC) is one of 12 Technical 

Committees under the IT Standards Committee (ITSC).
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Security & Privacy Standards 
Technical Committee (SPSTC)

ESTABLISHED: 1999

MISSION
To promulgate the development and adoption of information security and privacy standards in 

Singapore, by evaluating the relevant ISO and other international or national standards for 

adoption and use in Singapore, and support the development of new standards where necessary 

or applicable to the advancement of the information security and privacy domains in Singapore.

STRATEGIC THRUSTS
• Active Participation - To develop or participate in the development of new standards in the 

relevant areas of information security and privacy technology, at both the national level as well as 

the international level by active participation in ISO and other international forums

• Awareness - To promote the adoption of standards, by organising activities and events and 

publishing articles on information security and privacy standards



Security & Privacy Standards 
Technical Committee (SPSTC)

ORGANISATION
• Chair : Mr CHAN Kin Chong (JPMorgan Chase Bank, N.A.)

• Secretary : Mr HO Kee-Vin (Protiviti)

• Members : Subject matter experts and representatives from the industry, government bodies, 

academia and research institutes

WORKING GROUPS
• Business Continuity/Disaster Recovery (BC/DR) WG – led by Mr LAU Soon Liang (NETS)

• ICT Readiness on Business Continuity Management JWG – led by Mr LAU Soon Liang 

(NETS), Mr ONG Liong Chuan (SP Powergrid)

• Information Security Management Standards (ISMS) WG – led by Mr Philip SY (e-Cop)

• Security Controls & Services (SCSS) WG – Mr HOO Chuan Wei (BT Singapore)

SPECIALISTS
• Cryptography – Dr BAO Feng (I2R), Mr HEE Juay Guan (DSTA), Mr LIN Yih 

(DART)

• Privacy Technology – Mr Lawrence TAN (IDA)

• Security Assurance – Mr Albert PICHLMAIER (IDA)



Singapore Standards

STANDARDS DEVELOPMENT
• SS 493 : 2001: IT Security Standards Framework

• SS 501 : 2003: PKI Security Standards – Framework Overview

• SS 507 : 2008: Standard for Business Continuity/Disaster Recovery Service Providers

PROMOTING AWARENESS
• Regular security conferences, seminars and workshops

• Talks at specific events to specific target audience



International 
Standards 
Organisation



ISO/IEC JTC 1/SC 27 
“IT Security Techniques”

The development of standards for the protection of information and ICT.  This 

includes generic methods, techniques and guidelines  to address both security 

and privacy aspects:
• Security requirements capture methodology

• Management of information and ICT security; in particular information security management 

systems (ISMS), security processes, security controls and services

• Cryptographic and other security mechanisms, including but not limited to mechanisms for 

protecting the accountability, availability, integrity  and confidentiality of information

• Security management support documentation including terminology, guidelines as well as 

procedures for the registration of security components

• Security aspects of identity management, biometrics and privacy 

• Conformance assessment, accreditation and auditing requirements in the area of information 

security

• Security evaluation criteria and methodology



����
��������	��
��
��	��

����������
�������

���	��
���
���������
�	
�
���	��
����
���������

����
��
��	��
��������
�
����	
��
���	��
 ���
����
���!

���
������������
�
��
��	��


��
���	���
���	��
 ��"	
#������

���
��
��	��
$������	��
��	���	�

���	��
�	����
%�&'�
(�)*�#+

���
�����	��
����������
�


)�	��
�
��
������	��
���	��
 �	
,�����-���

	
��	
��������
����
������������������

������������ ���!�"��#��
$���



WG 1 - Information Security 
Management Systems 

The scope of WG 1 covers the development of ISMS (In formation Security 

Management System) standards and guidelines.  

This includes:
• Development and maintenance of the ISO/IEC 27000 ISMS standards family 

• Identification of requirements for future ISMS standards and guidelines 

• On-going maintenance of WG1 standing document SD WG 1/1 (WG 1 Roadmap) 

• Collaboration with other Working Groups in SC 27, in particular with WG 4 on standards 

addressing the implementation of control objectives and controls as defined in ISO/IEC 27001.

Projects:
• 27000 Overview and vocabulary

• 27001 ISMS requirements

• 27002 Code of Practice

• 27003 ISMS implementation guidance

• 27004 Information security management measurements

• 27005 Information security risk management

• 27006 Requirements for accreditation of certification bodies

• 27007 ISMS audit guidelines



WG 2 - Cryptography and 
Security Mechanisms

Provides a centre of expertise for the standardizat ion of IT Security techniques 

and mechanisms within JTC 1: 
• identify the need and requirements for these techniques and mechanisms in IT systems and 

applications

• develop terminology, general models and standards for these techniques and mechanisms for 

use in security services 

The scope covers both cryptographic and non-cryptog raphic techniques and 

mechanisms including: 
• confidentiality

• entity authentication

• non-repudiation

• key management 

• data integrity such as message authentication, hash-functions, digital signatures 



WG 3 - Security Evaluation Criteria

Standards for IT Security evaluation and certificat ion of IT systems, components, 

and products. This will include consideration of co mputer networks, 

distributed systems, associated application service s, etc. 

Three aspects may be distinguished: 
• evaluation criteria 

• methodology for application of the criteria 

• administrative procedures for evaluation, certification, and accreditation schemes

This work will reflect the needs of relevant sector s in society, as represented 

through ISO/IEC national Bodies and other organisat ions in liaison, expressed 

in standards for security functionality and assuran ce. 

Common Criteria (ISO/IEC 15408)



WG 4 - Security Controls and Services

The scope of WG 4 covers the development and mainte nance of standards and guidelines 

addressing services and applications supporting the  implementation of control objectives 

and controls as defined in ISO/IEC 27001. This incl udes:

1. Current SC 27 projects:
• IT Network security (ISO/IEC 18028) 

• Information security incident management (ISO/IEC TR 18044) 

• Guidelines for information and communications technology disaster recovery services (ISO/IEC 24762) 

• Selection, deployment and operation of Intrusion Detection Systems (IDS) (ISO/IEC 18043) 

• Guidelines on use and management of Trusted Third Party services (ITU-T X.842 I  ISO/IEC TR 14516) 

• Specification of TTP services to support the application of digital signatures (ITU-T X.843 I ISO/IEC 15945) 

• Security information objects for access control (ITU-T X.841 I ISO/IEC 15816) 

2. Identification of requirements for and developme nt of future service and applications 

standards and guidelines, for example in the areas of
• Business Continuity 

• Cyber Security 

• Outsourcing 

3. On-going maintenance of WG4 standing document SD  WG 4/1 (WG 4 Road Map)

4. Collaboration with other Working Groups in SC 27 , in particular with WG1 on ISMS 

standards and guidelines 



WG 5 – Identity Management & 
Privacy Technologies

Covers the development and maintenance of standards  and guidelines addressing security aspects of 

identity management, biometrics and the protection of personal data. This includes:

1. Current SC 27 projects:
• Framework for Identity Management (ISO/IEC 24760) 

• Biometric template protection (ISO/IEC 24745) 

• Authentication context for biometrics (ISO/IEC 24761)

2. Identification of requirements for and developme nt of future standards and guidelines in these area s.  For 

example in the area of Identity Management, topics such as 
• Role based access control 

• Provisioning 

• Identifiers 

• Single sign-on 

In the area of Privacy:
• A Privacy Framework 

• A Privacy Reference Architecture 

• Privacy infrastructures 

• Anonymity and credentials 

• Specific Privacy Enhancing Technologies (PETs) 

• Privacy Engineering 

In the area of Biometrics:
• Protection of biometric data 

• Authentication techniques

3. Collaboration with other Working Groups in SC 27 ,  e.g., WG 1 on management aspects, WG 2 on specifi c 

cryptographic techniques and WG 3 on evaluation asp ects.



Participation in International 
Standards Development under ISO/IEC

ISO/IEC JTC 1/SC 27
• Singapore is Participating (P) member

Ballot Voting
• Compulsory voting on more than 80 JTC 1 and SC 27 ballots on international standards per year

Participation at International Meetings
• Attends SC 27 Plenary/Working Group meetings twice a year

Hosting of International Standards Events
• Hosted SC 27 Plenary and WG meetings on April 19-27, 2004

• Hosted 2nd RAISS Forum meeting on June 27-28, 2005 and 6th RAISS Forum meeting on August 

22-23, 2007

• Hosted ISO/IEC 27031 drafting workshop on Nov 21-22, 2007

• To host SC 27 Plenary and WG meetings in April/May 2011



Leadership in SC 27 Projects

ISO/IEC 24672 Guidelines for ICT Disaster Recovery Services
• Background: 1st working draft based on Singapore Standard for Business Continuity/Disaster 

Recovery Service Providers (SS 507)

• Project Editor: Mr Philip SY (SG)

• Status: Published as International Standard in Feb 2008

• New development: To propose NWI (New Work Item) for development of certifiable (specification) 

standard

ISO/IEC 27031: Guidelines for ICT Readiness for Bus iness Continuity
• Background: 1st working draft based on Singapore Technical Reference for Business Continuity 

Management (TR 19) developed by Management Systems Standards Committee (MSSC) 

• Project Co-Editors: Mr Robin MOSES (GB), Mr ONG Liong Chuan (SG), Mr Philip SY (SG)

• Status: 1st CD (Committee Draft)

ISO/IEC 27032: Guidelines for Cybersecurity
• Project Co-Editors: Mr Koji NAKAO (JP) & Mr Aloysius CHEANG (SG)

• Status: 3rd WD (Working Draft)



Challenges in Standards Development

Perceived to be boring?
• Not all standards are hard-core “technical” standards

• For instance, many of the ISO/IEC 27000 series under WG 1 are management standards

Requires voluntary effort and time
• Lack of market players? Lack of interest / incentive?

• Lack of company support?

Standards development is a “slow” process
• Fast track process available under ISO/IEC

• Allows the adoption of an existing standard - can be as short as 6 months

IPR versus Standards
• Willingness to share information

• Patents can still be enforced



Seeking New Members
• To contribute relevant technical expertise in one of the existing working groups

• To lead a new area of focus and form a new working group to develop new security 

and privacy standards in that area

• To help plan and organise the ISO/IEC JTC 1/SC 27 Plenary and WG meetings in 

April/May 2011

Seeking Corporate Sponsors
• Sponsor the ISO/IEC JTC 1/SC 27 Plenary and WG meetings and related events 

happening in April/May 2011



Questions ?

Chan Kin Chong , MAISP, CISSP, CISA

• Chair, Security & Privacy Standards Technical 

Committee (SPSTC), Singapore – http://www.itsc.org.sg 

• Executive Council Member, Association of Information 

Security Professionals (AISP) – http://www.aisp.sg

• Information Risk Manager, JPMorgan Chase Bank, N.A.

Email:


