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What is Digital Forensics?

Forensics is the use of science and technology to 

investigate and establish facts in a court of law.

Computer forensics is the application of computer 

investigation and analysis techniques in the 

interests of determining potential legal evidence.

Digital forensics is a more comprehensive 

approach than computer forensics as it 

encompasses all digital media such as optical media 

or backup tapes for example and not just hard disks 

that are commonly found in computers.



What Digital Forensics is Not

Incident Response

This activity relates to the handling of computer security 

incidents.  Carnegie Mellon University created the first 

CERT (Computer Emergency Response Team) following 

the release of the Morris worm.

Data Recovery

The process of salvaging data from damaged 

storage media.  Recovery may be required due to physical 

or logical damage that prevents its use.  Data recovery 

usually changes data. 

Disk Cloning

The process of copying the contents of one computer hard 

disk to another disk or to an "image" file.  Disk cloning 

usually misses a substantial amount of data on a hard 

disk.



Why Digital Forensics?

In 2007, the digital universe i.e. information in digital 

format, was estimated to be 281 exabytes, or 281 

billion gigabytes(GB).  This equates to an average 

amount of 42.6GB of data per person.

(Source, IDC White Paper, 2008)

It is estimated that 210 billion e-mail messages 

and 32.2 billion instant messages are sent each day!

The typical corporate email account will send and 

receive 18.5MB of data per day according to The 

Radicati Group.

This trend will not slow down anytime soon so 

eDiscovery solutions are the best way to properly 

deal with todayôs legal matters.



Location of Electronic Evidence



Computer Storage 101

Electronic data is binary so 1s and 0s.  Data is stored in 

sectors (usually 512 bytes in size) which are the 

smallest addressable space on digital media.

For efficiency, sectors are bunched into clusters and 

these are usually 8 sectors in size or 4096 bytes.

When a file is written to the storage media, an entry is 

created in the file system table (e.g. the MFT of NTFS) 

which tells the operating system (e.g. Windows) which 

clusters have been allocated to this file.

Those clusters that have not been allocated 

(unallocated) have either never been written to or 

contain data that has been deleted.



Computer Storage 101

Files are created in varying lengths and do not always 

neatly fit into each sector or cluster.  

Remaining sectors and clusters cannot be left empty so 

data that occupies that space remains or data is taken to 

fill out the space.

This space is called slack and there are two types, RAM 

slack and drive slack.  RAM slack is the space from the 

end of the file to the end of sector.  Drive slack is the  

space from the beginning of the following sector to the 

end of the cluster.



Types of Cases

ïConspiracy

ïCriminal breach of trust

ïFraud

ïBreach of fiduciary duties

ïBreach of employment contract

ïCustody battle

ïDivorce

ïUnauthorised access to a computer system (ñHackingò)

ïBreach of intellectual property rights

ïTheft of confidential data



How Digital Forensics?

Not all cases will go to court however a digital 

forensic methodology must be followed to ensure 

that the acquisition, verification and analysis of the 

evidence is sound.

Where such a methodology is not feasible, a proper 

documented process must be followed in order to 

adduce 

evidence in a court of law.  

Proper hardware and software tools with 

trained specialists must be used, 

Otherwise the case could be put in jeopardy.



Tools (Toys?)



Singapore Laws and Legislation

Laws

Evidence Act (Chapter 97)

Electronic Transactions Act (Chapter 88)

Computer Misuse Act (Chapter 50A)

Legislation

Order 24 ïDiscovery and Inspection of 

Documents

Order 26/26A ïInterrogatories

Order 38 ïEvidence: General

Order 40 ïCourt Expert

Practice Directions

Practice Direction No.3 of 2009 - Discovery and 

Inspection of Electronically Stored Documents




